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Abstract: The mobile attendance system at the Secretariat General of the Regional Representative Council 

of the Republic of Indonesia previously relied on Google ML Kit for face verification services. This approach 

introduced challenges related to reliance on third-party services, limited configuration flexibility, and 
institutional control over biometric data. This study aims to develop an internal Face Verification Server 

using the One-to-One Face Matching method as an alternative to third-party face verification services. The 

system was developed using the Waterfall software development methodology, covering requirements 
analysis, system design, implementation, testing, and maintenance. Face verification is performed by 

comparing a captured facial image with a stored facial embedding associated with an employee identification 
number. Quantitative evaluation was conducted using 40 verification samples, consisting of 20 genuine and 

20 impostor samples, with a threshold value of 0.5. The evaluation achieved 100% accuracy, a False 

Acceptance Rate (FAR) of 0%, and a False Rejection Rate (FRR) of 0% on the tested samples. The results 
indicate that the proposed system successfully distinguished matching and non-matching facial images 

according to the predefined threshold. The internal deployment also reduces reliance on third-party services 
and enables the face verification service to operate within the institution's internal network infrastructure. 

This study contributes an independently managed Face Verification Server architecture for mobile 

attendance systems in a government institutional environment. 
 

Keywords: Face Verification; One-to-One Face Matching; Mobile Attendance; Face Recognition; Python. 

 
 

1.  Introduction 

The rapid development of information technology has transformed the way organizations and government 

institutions manage administrative and operational activities. Information technology infrastructure, which 

includes hardware, software, data storage, and communication technologies, plays an important role in 
supporting organizational performance and operational efficiency (Fauzi et al., 2022). The use of information 

technology has also encouraged institutions to adopt digital services for various administrative activities, 
including employee attendance management (Segara & Nasution, 2025). Digital attendance systems can 

simplify the recording and management of attendance data while providing more practical access for 

employees and administrators. Attendance management is an important part of human resource 
administration in government institutions because attendance records are related to employee discipline, 
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administrative processes, and performance monitoring. Conventional attendance methods may require manual 
recording and verification, which can result in recording errors and opportunities for attendance fraud. The 

use of facial recognition in attendance systems provides an alternative approach for verifying employee identity 
based on facial characteristics. Facial recognition technology has been applied in various attendance and 

authentication systems because it can support automated identity verification without requiring physical 

identification media such as identification cards or fingerprint scanners (Oshin et al., 2025). The use of 
biometric technology in attendance systems, however, also introduces requirements related to the 

management and protection of biometric information. Facial data is associated with an individual's identity and 
therefore requires appropriate protection throughout the processes of collection, processing, storage, and 

verification. An internal biometric authentication architecture can provide greater organizational control over 
biometric data management and reduce reliance on external service providers (Sun et al., 2022). Such an 

architecture can also allow an organization to determine how biometric data and facial embeddings are 

processed and stored within its own infrastructure. However, the effectiveness of this approach depends on 
the system architecture, implementation, and security mechanisms applied by the organization. 

At the Secretariat General of the Regional Representative Council of the Republic of Indonesia (Sekretariat 
Jenderal DPD RI), a mobile-based attendance system has been implemented to support employee attendance 

recording using face verification technology. The existing verification process relies on Google ML Kit as a 

third-party service. This dependency presents several operational and administrative considerations, including 
limited control over the verification mechanism, dependence on external services, and the need to manage 

biometric data within an appropriate organizational environment. In addition, the use of external services may 
introduce dependencies on network connectivity when verification services require communication beyond the 

organization's internal infrastructure. 
Network connectivity is particularly relevant to mobile attendance because employees may access the 

attendance system under different network conditions. Variations in network quality can affect communication 

between the attendance application and the verification service and may influence the overall attendance 
process. From the perspective of biometric data management, maintaining the processing and storage of facial 

embeddings within organizational infrastructure can provide greater control over where the data is handled 
and which systems are involved in the verification process. Therefore, an internal face verification service 

represents a potential alternative for organizations that require greater control over their biometric verification 

infrastructure. To address these requirements, this study proposes the development of an internal Face 
Verification Server deployed within the infrastructure of the Secretariat General of DPD RI. The proposed 

system uses the One-to-One Face Matching approach, in which a facial image captured during an attendance 
transaction is compared with a single facial reference associated with the employee's claimed identity. This 

approach differs from one-to-many face identification, which requires a submitted facial image to be compared 

with multiple facial templates in a database. Because the identity of the employee is already provided through 
the employee identification number, the verification process in the proposed system only needs to evaluate 

whether the submitted facial image corresponds to the facial embedding associated with that identity. 
The proposed Face Verification Server provides two primary services: face registration and face 

verification. During registration, the submitted facial image is processed to generate a facial embedding, which 
is stored as reference data associated with the employee's identification number. During verification, the facial 

embedding generated from the submitted image is compared with the stored reference embedding using the 

One-to-One Face Matching method. The resulting comparison is used to determine whether the submitted 
face matches the registered facial data. The verification response is then returned to the attendance backend 

server and used to determine whether the attendance request can proceed. This architecture allows the face 
verification process to be separated from the mobile attendance application while remaining within the 

organization's internal infrastructure. Previous studies have examined facial recognition and face verification 

technologies for attendance and authentication applications. Existing research has addressed different 
recognition approaches, including Local Binary Pattern Histogram (LBPH), Eigenface, and convolutional neural 

network-based methods, as well as their implementation in attendance applications. The comparison of 
previous studies presented in this research shows that much of the existing work focuses on recognition 

algorithms, attendance applications, and recognition accuracy. However, comparatively limited attention is 
given to the development of an independently managed face verification service that is deployed within an 

organization's internal infrastructure and integrated with an existing government attendance system. This 

distinction forms the main research gap addressed by the present study. 
Based on this gap, this research focuses on designing and implementing an internal Face Verification 

Server using the One-to-One Face Matching method to support the mobile attendance system at the 
Secretariat General of DPD RI. The proposed system is intended to provide an alternative to the existing third-

party face verification service while giving the organization greater control over the verification process and 

the management of facial embeddings. The system is implemented as an internal service that supports face 
registration and verification and communicates with the attendance backend through the organization's local 
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network infrastructure. Through this implementation, the study evaluates the feasibility of deploying an 
internally managed face verification service for a government mobile attendance system. 

 

2.  Related Work 

2.1 Face Verification 

Face verification is a biometric process used to determine whether two facial representations belong to 
the same individual. The decision is generally determined using a predefined threshold applied to a similarity 

or distance measure. In a distance-based system, a value that satisfies the predefined threshold is classified 
as a match, whereas a value beyond the threshold is classified as a non-match (Solomon et al., 2022). A face 

verification system generally consists of several processing stages. The process begins with facial image 

acquisition, followed by face detection to locate the facial region in the captured image. The detected face is 
then processed to extract facial features and represent them as a numerical feature vector or facial embedding. 

The resulting representation is compared with a stored reference template to produce a similarity or distance 
value, which is subsequently used to determine the verification result. The performance of face verification 

can be influenced by several factors, including facial pose, image resolution, illumination, occlusion, and overall 
image quality. Variations in these factors may affect the quality of the extracted facial representation and 

consequently influence the verification decision, particularly when images are captured under unconstrained 

conditions (Perez-Montes et al., 2023). Face verification has been applied in various domains, including 
workforce attendance, access control, and electronic authentication systems. These applications use facial 

characteristics as an alternative to physical credentials and other authentication mechanisms. In attendance 
systems, face verification can be used to confirm whether the person submitting an attendance request 

corresponds to the claimed identity. 

 
2.2 Face Recognition 

Face recognition is a biometric technology that analyzes facial characteristics to determine or verify an 
individual's identity. Facial information can be obtained from static images or video streams and processed to 

identify distinctive characteristics and generate a representation that can be compared with registered facial 

data. The technology has been applied in areas such as security, access control, attendance management, 
and user authentication (Sulaiman et al., 2024). Traditional face recognition systems generally consist of face 

detection, feature extraction, and identity matching stages. Earlier approaches relied on manually designed 
features and conventional recognition algorithms, whereas recent approaches increasingly use machine 

learning and deep learning techniques. Convolutional Neural Networks (CNNs), for example, can learn 
hierarchical facial representations from image data and have been widely used in modern face recognition 

systems (Alobaidy et al., 2024). Face recognition can be implemented through different operational tasks. 

Face identification determines which registered individual corresponds to a submitted facial image, generally 
by comparing the image against multiple registered identities. In contrast, face verification determines whether 

a submitted facial image corresponds to a specific claimed identity. This distinction is important because the 
proposed system does not perform identification across the entire employee database. Instead, it performs 

verification against the facial representation associated with a specific employee identification number. The 

application of face recognition has expanded across authentication, access control, surveillance, and 
attendance systems. Its use provides a contactless approach to identity verification and can support automated 

authentication processes (Gumanof et al., 2025; Yemima & Girsang, 2023). However, the effectiveness of a 
face recognition system depends on the recognition method, image conditions, reference data, and verification 

criteria used in the implementation. 
 

2.3 One-to-One Face Matching 

One-to-One Face Matching, also referred to as 1:1 face verification, is a biometric verification approach 
that compares a captured facial image with a single facial reference associated with a claimed identity. The 

objective is to determine whether both facial representations belong to the same individual. The verification 
decision is based on the similarity or distance between the two representations and is affected by factors such 

as image quality, environmental conditions, and the selected decision threshold (Fysh & Bindemann, 2023). 

In a 1:1 verification process, the identity claim is provided before the facial comparison is performed. For 
example, an employee identification number can be used to retrieve the corresponding registered facial 

embedding. The facial embedding generated from the submitted image is then compared only with the 
reference embedding associated with that employee. This process differs from 1:N face identification, in which 

a submitted facial image must be compared with multiple registered facial templates to determine the most 

likely identity. The distinction between 1:1 verification and 1:N identification is particularly relevant to the 
proposed attendance system. Because the employee identification number is available when an attendance 
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request is submitted, the system does not need to search the entire facial database. Instead, it only needs to 
determine whether the submitted face corresponds to the reference representation associated with the claimed 

employee identity. This reduces the number of comparisons required during each verification transaction. 
Automated facial recognition systems can support both identification and verification functions. In 

identification, a captured facial image is compared with a collection of registered facial images, whereas 

verification compares the captured image with a designated reference image to validate a claimed identity 
(Carragher et al., 2024). The present study focuses specifically on the verification task and implements it 

through a One-to-One Face Matching approach. 
 

2.4 Face Liveness Detection 
Face liveness detection is an additional mechanism used to distinguish a live person from artificial or 

reproduced facial inputs. Presentation attacks may involve photographs, video playback, or other forms of 

artificial facial representations. Liveness detection can therefore provide an additional layer of protection by 
assessing whether the facial input originates from a live subject during the verification process (Khairnar et 
al., 2023). Face verification and liveness detection address different aspects of biometric authentication. Face 
verification determines whether the submitted facial representation corresponds to the claimed identity, 

whereas liveness detection evaluates whether the submitted biometric sample originates from a live subject 

rather than a presentation artifact. Therefore, liveness detection can complement a face verification system 
when protection against presentation attacks is required. The current Face Verification Server focuses on One-

to-One Face Matching and does not include an active liveness detection mechanism. Therefore, liveness 
detection is considered a potential improvement for future development rather than a component evaluated 

in the present study. [cek referensi] The reference used to support this discussion should be verified to ensure 
that it directly addresses facial liveness detection and presentation attacks. 

 

2.4 Face Liveness Detection 
Several studies have investigated facial recognition and face verification for authentication and attendance 

applications. Previous research has examined different recognition approaches, including Local Binary Pattern 
Histogram (LBPH), Eigenface, convolutional neural networks, and facial vector representations. These studies 

demonstrate the applicability of facial biometrics for automated attendance recording and identity verification. 

 
Table 1. Comparison of Previous Studies 

Study Method Main Problem Main Result 

Likario et al. 
(2024) 

LBPH Face 
Recognition 

Manual attendance processes were 
susceptible to human errors and data 

inconsistencies. 

Developed a facial recognition-
based attendance approach for 

automated attendance 
monitoring. 

Fauzi et al. 
(2022) 

Eigenface (PCA) Conventional attendance systems 

were inefficient and vulnerable to 
attendance fraud. 

Applied Eigenface-based facial 

recognition to support 
attendance management. 

Nicholas & Al 

Rivan (2025) 

CNN with 

InceptionV3 
architecture 

Conventional attendance systems 

lacked flexibility and were vulnerable 
to fraud, while face recognition 

systems faced challenges related to 
accuracy, scalability, and real-time 

performance. 

Developed a web-based 

attendance system using facial 
recognition. 

Jamalapuram 
et al. (2024) 

128-
dimensional 

facial vectors 

stored in SQLite 

Manual attendance systems were 
inefficient, while recognition 

performance could be affected by 

lighting, pose, and image quality. 

Developed an automated 
attendance system using facial 

feature vectors and SQLite-

based attendance storage. 

Hernowo & 

Laksana 
(2024) 

Eigenface-

based face 
recognition on 

Android 

The existing fingerprint attendance 

system required manual data 
processing and did not support real-

time attendance monitoring. 

Implemented an Android-based 

attendance system using face 
recognition. 

Proposed 
System 

One-to-One 
Face Matching 

Dependence on Google ML Kit, the 
need for greater organizational 

control over biometric data, and 

reliance on external verification 
services. 

Developed an internal Face 
Verification Server using Python 

and Flask to support 1:1 

biometric verification within the 
organization's network 

infrastructure. 
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Based on the reviewed studies, previous research has primarily focused on face recognition algorithms and 
their application to attendance systems. The studies reviewed in this research provide evidence of the use of 

different facial recognition methods for automated attendance and identity verification. However, 
comparatively less attention is given to the development of an independently managed face verification service 

that operates within an organization's internal infrastructure and is integrated with an existing government 

attendance system. The proposed study addresses this gap by developing an internal Face Verification Server 
using the One-to-One Face Matching method. The server is designed to provide face registration and 

verification services for the mobile attendance system at the Secretariat General of DPD RI. Unlike approaches 
that depend on external face verification services, the proposed architecture places the verification service 

within the organization's internal network infrastructure. 
 

3.  Methodology 

3.1 Research Framework 
This research employs the Waterfall model as the software development framework for developing the 

proposed Face Verification Server. The Waterfall model was selected because it provides a systematic and 
sequential development process consisting of requirements analysis, system design, implementation, testing, 

and maintenance. These stages were used to develop the face registration and face verification services 

required by the mobile attendance system at the Secretariat General of DPD RI. 
 

 
Figure 1. Waterfall Method 

 

1) Requirements 

The requirements phase was conducted to identify system requirements based on the limitations of the 
face verification service used by the existing mobile attendance system. The main requirement was the 

development of an internal Face Verification Server that provides face registration and face verification 
services using the One-to-One Face Matching method. A web-based monitoring dashboard was also 

included as a system requirement to support monitoring of face registration and verification activities 
performed by users. 

2) Design 

The design phase focused on the face registration workflow, face verification workflow, and monitoring 
dashboard interface. The registration workflow was designed to define the process of generating and 

storing employee facial embeddings, while the verification workflow was designed to define the 
comparison process between the submitted facial embedding and the stored reference embedding. The 

web-based monitoring dashboard was designed to display face registration and verification activities 

processed by the server. 
3) Implementation 

The implementation phase involved developing the Face Verification Server using Python and the Flask 
framework. The system was implemented as a web API that provides two primary services: face 

registration and face verification. Facial feature extraction was implemented using the face_recognition 
library, while OpenCV was used for image processing. The resulting facial embeddings were stored as 

reference data associated with employee identification numbers. A web-based monitoring dashboard was 

also developed to display registration and verification activities processed by the server. 
4) Testing 

The testing phase was conducted to verify that the developed functions operated according to the defined 
system requirements. Black Box Testing was applied to the face registration feature, face verification 

feature, and monitoring dashboard. Different input scenarios were provided, and the resulting outputs 

were observed to determine whether each function produced the expected response. In addition to 
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functional testing, face verification samples were evaluated quantitatively to assess the system's ability 
to distinguish matching and non-matching facial images. 

5) Maintenance 
The maintenance phase was conducted to support the continued operation of the Face Verification Server 

after deployment. Maintenance activities included backing up the application files and stored facial 

embeddings, correcting errors identified during operation, and updating supporting libraries and 
components when necessary to maintain system stability and compatibility. 

 
3.2 System Architecture 

The proposed system architecture consists of three main components: a mobile attendance application, 
an attendance backend server, and a Face Verification Server. The mobile attendance application is used by 

employees to submit attendance requests containing a facial image and employee identification number (NIP). 

The attendance backend server forwards the submitted information to the Face Verification Server, where 
identity verification is performed using the One-to-One Face Matching method. The Face Verification Server 

handles face registration and face verification requests received from the attendance backend server. During 
verification, the system retrieves the facial embedding associated with the submitted employee identification 

number and compares it with the facial embedding generated from the submitted image. The verification 

result is then returned to the backend server and used as a basis for processing the attendance request. The 
services are deployed within the organization's internal infrastructure, allowing communication between the 

servers to be performed through the internal network. 

 
Figure 2. System Integration 

 
The Face Verification Server was deployed within the internal infrastructure of the Secretariat General of DPD 

RI using Ubuntu Server 24.04.2 as the operating system. The server was equipped with an 8-core processor, 

8 GB of memory, and 100 GB of storage. These resources were used to support the face registration process, 
facial embedding storage, and face verification services accessed through the Face Verification API. 

Communication between the attendance backend server and the Face Verification Server was performed 
through an internal local area network (LAN). This configuration allows data exchange between th systems 

without requiring the face verification process to rely on an external verification service. 

 

 
Figure 3. Local Network Topology 

 
3.3 Tools and Technologies 

 

Table 2. Tools and Technologies Used in the System 

Tool/Technology Version Function 

Python 3.10.18 Server-side application development 

Flask 3.1.1 Web API development 
face_recognition 1.3.0 Facial feature extraction and face matching 
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OpenCV 4.11.0 Image processing 
NumPy 2.2.6 Numerical array processing and facial embedding storage 

HTML, CSS, and JavaScript HTML5, CSS3, ES6 Web-based monitoring dashboard interface 

Ubuntu Server 24.04.2 Operating system for system deployment 
Visual Studio Code 1.123.0 Source code development and system implementation 

 
3.4 Face Registration Process 

 

 
Figure 4. Registration Flow 

 
The verification process begins by checking whether a facial embedding associated with the submitted 

employee NIP is available on the server. If no corresponding embedding is found, the system returns a 
response indicating that face registration has not been completed. If the reference embedding is available, 

the system extracts facial features from the submitted image and generates a facial embedding. The Euclidean 
distance between the stored reference embedding and the generated verification embedding is then 

calculated. The resulting distance is compared with a predefined threshold of 0.5. A distance value of ≤ 0.5 

is classified as a match, whereas a distance value of > 0.5 is classified as a non-match. 

 
3.5 Face Verification Process 

 

 
Figure 5. Verification Flow 

 
The verification process begins by checking whether a facial embedding associated with the submitted 

employee NIP is available on the server. If no corresponding embedding is found, the system returns a 

response indicating that face registration has not been completed. If the reference embedding is available, 
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the system extracts facial features from the submitted image and generates a facial embedding. The Euclidean 
distance between the stored reference embedding and the generated verification embedding is then 

calculated. The resulting distance is compared with a predefined threshold of 0.5. A distance value of ≤ 0.5 

is classified as a match, whereas a distance value of > 0.5 is classified as a non-match. Face verification 
systems commonly use a threshold to distinguish matching and non-matching facial representations. The 

selected threshold determines the decision boundary between genuine and imposter pairs and can therefore 

affect verification performance (Diez-Tomillo et al., 2023). In the proposed system, the Euclidean distance 
between the registered facial embedding and the verification facial embedding is used as the decision measure. 

Several candidate threshold values, namely 0.4, 0.5, and 0.6, were considered during preliminary testing. A 
threshold of 0.5 was selected for implementation based on the preliminary evaluation. If quantitative 

evaluation results are available, the selection of the threshold should be supported by the corresponding 

performance measures for each candidate value. A threshold of 0.4 is more restrictive and may increase the 
possibility of rejecting genuine users, whereas a threshold of 0.6 is more permissive and may increase the 

possibility of accepting non-matching users. The threshold of 0.5 was selected as the basis for the verification 
process and was subsequently applied throughout the system. 

 
Table 3. Threshold Selection Criteria 

Threshold Observation 

0.4 More restrictive and may increase the possibility of rejecting genuine users 

0.5 Selected for implementation based on preliminary evaluation 
0.6 More permissive and may increase the possibility of accepting non-matching users 

 

4. Result and Discussion 

4.1 Results 

A quantitative performance evaluation was conducted to assess the ability of the proposed Face 
Verification Server to distinguish between genuine and impostor verification attempts. The evaluation used 

verification data from 20 employees registered in the system. A threshold of 0.5 was applied, where distance 

values of ≤ 0.5 were classified as matches and distance values of > 0.5 were classified as non-matches. A 

total of 40 verification samples were evaluated, consisting of 20 genuine samples and 20 impostor samples. 
The evaluation results were analyzed using Accuracy, False Acceptance Rate (FAR), and False Rejection Rate 

(FRR). 
Table 4. Verification Test Dataset 

Parameter Value 

Registered Employees 20 
Genuine Samples 20 

Impostor Samples 20 

Total Samples 40 
Threshold 0.5 

 

The verification evaluation showed that all 20 genuine samples were correctly classified as matches, while all 
20 impostor samples were correctly classified as non-matches. Based on these results, the system produced 

20 true positives (TP), 20 true negatives (TN), 0 false positives (FP), and 0 false negatives (FN). 
 

Table 5. Verification Performance Results 

Metric Value 

Accuracy 100% 

FAR 0% 

FRR 0% 

 

The results indicate that the proposed system correctly classified all 40 verification samples evaluated in this 
test. The resulting FAR and FRR values were both 0%, indicating that no impostor sample was incorrectly 

accepted and no genuine sample was incorrectly rejected within the evaluated dataset. [cek data] These 

results apply only to the verification samples used in this study and should not be interpreted as evidence of 
general accuracy under broader operating conditions. The face registration endpoint was integrated with the 

attendance backend server to transmit employee identification numbers (NIP) and facial images to the Face 
Verification Server. The received data were processed to generate facial embeddings, which were subsequently 

stored on the server as reference data for future verification. 
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Figure 6. Face Registration Endpoint Implementation in the Backend Server 

 
The face verification endpoint was integrated with the attendance backend server to transmit employee 

identification numbers (NIP) and facial images to the Face Verification Server. The verification result returned 

by the Face Verification Server was then used as the basis for identity validation during the attendance process. 
 

 
Figure 7. Face Verification Endpoint Implementation in the Backend Server 

 
The face registration functionality was tested through the mobile attendance application. During registration, 

an employee submitted an employee identification number (NIP) and a facial image through the application. 

The submitted data were transmitted to the attendance backend server and subsequently forwarded to the 
Face Verification Server through the registration endpoint. The system processed the facial image, generated 

a facial embedding, and stored the resulting embedding on the server as reference data for subsequent 
verification. 

Table 6. Registration Test Scenario 

Test Module Face Registration Endpoint (/register_face) 

Scenario An employee performs face registration through the mobile attendance application 

Input Employee identification number (NIP) and facial image 

Expected 
Output 

The system receives the NIP and facial image, generates a facial embedding, and stores 
the embedding data on the server 

Result The facial embedding data were successfully stored on the server 
Status Success 

 

  

Figure 8. Registration Process in Mobile Application 
 

 
Figure 9. Successful Registration Log 
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Figure 10. Face Embedding List 

 
The face verification functionality was also tested through the mobile attendance application. During the 

verification process, an employee submitted an employee identification number (NIP) and a facial image. The 
data were transmitted to the attendance backend server and subsequently forwarded to the Face Verification 

Server through the verification endpoint. The system checked whether a facial embedding associated with the 

submitted NIP was available. When the reference embedding was found, the system generated a facial 
embedding from the submitted image and calculated the Euclidean distance between the two embeddings. 

The resulting distance was compared with the predefined threshold of 0.5. A distance value of ≤ 0.5 was 

classified as a match, while a value of > 0.5 was classified as a non-match. The verification result was then 
returned to the attendance backend server and displayed through the mobile application. 

 

Table 7. Verification Test Scenario 

Test 

Module 

Face Verification Endpoint (/face_verify) 

Scenario An employee performs face verification when recording check-in or check-out attendance 
through the mobile attendance application 

Input Employee identification number (NIP) and facial image 

Expected 
Output 

The system receives the NIP and facial image, calculates the Euclidean distance, and 
determines whether the submitted face matches the registered facial data 

Result The system successfully verified the facial image and returned the expected verification result 

Status Success 

 

 
Figure 11. Verification Process in Mobile Application 

 

 
Figure 12. Successful Verification Log 

 

The monitoring dashboard was also tested to verify its ability to display face registration and verification 
activities processed by the Face Verification Server. The dashboard successfully displayed the recorded 

activities and their corresponding verification results for administrative monitoring. 
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Figure 13. Verification Test Using a Different Face 

 

 
Figure 14. Failed Verification Log 

 

The monitoring dashboard was also tested to verify its ability to display face registration and verification 
activities processed by the Face Verification Server. The dashboard successfully displayed the recorded 

activities and their corresponding verification results for administrative monitoring. 
 

 
Figure 15. Dashboard Monitoring 

 
4.2 Discussion 

The results demonstrate that the proposed Face Verification Server was successfully implemented and 
integrated with the mobile attendance system at the Secretariat General of DPD RI. The developed system 

successfully performed face registration and face verification using the One-to-One Face Matching approach. 
In the quantitative evaluation, all 40 verification samples were correctly classified at the selected threshold of 

0.5, resulting in an accuracy of 100%, FAR of 0%, and FRR of 0%. These results indicate that the system 

performed correctly for the genuine and impostor samples included in the evaluation dataset. The proposed 
internal Face Verification Server was developed to reduce the system's dependence on the face verification 

service previously used in the mobile attendance application. The proposed architecture provides direct control 
over the verification threshold and face matching process because these functions are implemented on an 

internally managed server. In the evaluation conducted in this study, a threshold of 0.5 correctly classified all 

40 verification samples, consisting of 20 genuine and 20 impostor samples. This result demonstrates the 
performance of the selected threshold on the evaluated dataset but does not establish its general performance 

under different datasets or operating conditions. 
Another difference between the proposed system and the previous implementation is the location of 

biometric data processing and storage. In the proposed architecture, facial embeddings are generated and 
stored on the organization's internal Face Verification Server, while communication between the attendance 

backend server and the Face Verification Server is performed through the internal network. This configuration 

reduces dependence on an external face verification service and provides the organization with greater control 
over the processing and storage of facial embeddings. The proposed system also separates the face verification 
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service from the mobile attendance application and provides face registration and verification functions 
through an internal API. The reviewed studies primarily focus on the application of face recognition methods 

in attendance systems, including Eigenface-based approaches, convolutional neural networks, and facial vector 
representations (Hernowo & Laksana, 2024; Nicholas & Al Rivan, 2025). In contrast, this research focuses on 

the implementation and deployment of a dedicated Face Verification Server within an existing government 

mobile attendance infrastructure. This approach allows the face verification process to be managed 
independently from the attendance application while maintaining communication through the organization's 

internal network. 
The internal deployment also provides practical benefits for system management. Facial embeddings can 

be processed and stored within the organization's infrastructure, while communication between the attendance 
backend server and the Face Verification Server can be performed through the internal LAN. The architecture 

also allows the verification threshold and matching process to be configured directly within the organization's 

server environment. Therefore, the proposed system provides a potential alternative for government 
environments that require greater organizational control over biometric data processing and face verification 

services. However, the present study does not include a dedicated security assessment or a direct performance 
comparison with the previous Google ML Kit implementation. Therefore, the results should not be interpreted 

as quantitative evidence that the proposed architecture is more secure, faster, or more accurate than the 

previous implementation. 
 

5.  Conclusion and Recommendations 

This study demonstrates the successful design and implementation of an internal Face Verification Server 

to support the mobile attendance system at the Secretariat General of DPD RI. The developed system provides 

face registration and verification functionalities using the One-to-One Face Matching approach and has been 
integrated with the attendance backend server. The system performs verification by comparing a facial 

embedding generated from a submitted facial image with the corresponding reference embedding stored on 
the server. In the quantitative evaluation, the system correctly classified all 40 verification samples, consisting 

of 20 genuine samples and 20 impostor samples, using a threshold of 0.5. The evaluation resulted in an 

accuracy of 100%, a False Acceptance Rate (FAR) of 0%, and a False Rejection Rate (FRR) of 0%. These 
results indicate that the proposed system performed correctly for the verification samples evaluated in this 

study. The main contribution of this research is the development of an internally managed Face Verification 
service as an alternative to the previous verification mechanism based on Google ML Kit. The proposed system 

processes and stores facial embeddings within the organization's internal infrastructure and performs identity 
verification using the One-to-One Face Matching approach. Communication between the attendance backend 

server and the Face Verification Server is also conducted through the internal local network. This architecture 

reduces dependence on external face verification services and provides greater organizational control over 
biometric data processing, storage, and verification parameters. 

Several limitations should be considered when interpreting the results. First, the system was evaluated 
within a single organizational environment, namely the Secretariat General of DPD RI, using a relatively limited 

verification dataset consisting of 40 samples. Therefore, the results cannot be generalized to other operational 

environments or larger and more diverse datasets without further evaluation. Second, the current 
implementation focuses on facial embedding comparison and does not incorporate dedicated liveness detection 

mechanisms to address presentation attacks such as the use of printed images or video replays. Third, the 
system is currently deployed on a single server instance, which may limit scalability and availability when the 

number of verification requests increases significantly.Future research may address these limitations by 
evaluating the system using larger and more diverse datasets under different environmental conditions. 

Liveness detection techniques may also be incorporated to provide an additional layer of protection against 

presentation attacks. Additional verification security mechanisms, such as temporary account locking after 
multiple consecutive failed attempts, may be considered to reduce repeated unauthorized verification 

attempts. Furthermore, the server architecture may be extended to support distributed or microservices-based 
deployment to improve scalability and availability under higher workloads. Future development may also 

enhance the monitoring dashboard with reporting and data export functions to support administrative and 

operational requirements. 
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