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Abstrak. Adopsi teknologi blockchain yang pesat dalam kenangan Islam menyoroti kebutuhan mendesak  akan
mekanisme yang memastikan setiap transaksi, input data, dan proses otomatis tetap mematubi prinsip-prinsip Syariah.
Komponen penting dalam mencapai kepatuban ini adalah sistem oracle, yang menghubungkan data off-chain ke jaringan
blockchain. Namun, oracle konvensional seringkali tidak memiliki filter etika, sehingga berpotensi tidak selaras dengan
bukum Islam. Studi ini mengonseptualisasikan sistem Halal Oracle, sebualb solusi yang mengintegrasikan presisi teknis
dengan tata kelola Syariah. Dengan menggunakan metode knalitatif deskriptif berdasarkan tinjanan pustaka, makalab ini
mengkaji kerangka operasional Halal Oracle, membandingkannya dengan model konvensional, dan mengeksplorasi
aplikasinya di sektor digital Islam seperti rantai pasok halal, zakat digital, dan kontrak pintar yang sesuai dengan
Syariab. Temnan menunjukkan babwa Halal Oracle menggabungkan lapisan kurasi, sertifikasi, dan andit berdasarkan
yurisprudensi Islam, sehingga memperknat akuntabilitas dan legitimasi dalam ekosistem blockchain Islam. Studi ini juga
menyoroti tantangan-tantangan termasuk kebutuban akan standardisasi regulasi, interoperabilitas teknis, dan penyelarasan
lintas ynrisdifsi.

Kata kunci: Oracle Halal; Blockchain, Kepatuban Syariab; Fintech Lsiam.

Abstract. The rapid adoption of blockchain technology in Islamic finance highlights the urgent need for mechanisms that
ensure every transaction, data input, and antomated process remains compliant with Shariah principles. A critical component
in achieving this compliance is the oracle system, which connects off-chain data to blockchain networks. However, conventional
oracles often lack ethical filters, resulting in potential misalignments with Islamic law. This study conceptualizes the Halal
Oracle system, a solution that integrates technical precision with Shariah governance. Using a descriptive qualitative method
based on literature review, this paper examines the operational framework of Halal Oracles, contrasts them with conventional
models, and explores their applications in Islamic digital sectors such as halal supply chains, digital zakat, and Shariab-
compliant smart contracts. The findings indicate that Halal Oracles incorporate layers of curation, certification, and anditing
based on Islamic jurisprudence, thereby reinforcing acconntability and legitimacy within Islamic blockchain ecosystems. The
study also highlights challenges including the need for regulatory standardization, technical interoperability, and cross-
Jurisdictional alignment.
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Introduction

Blockchain technology has emerged as a
transformative digital infrastructure in Islamic
finance and the halal industry due to its
capacity to provide transparency, efficiency,
immutability, and data integrity. Its application
extends across smart contracts, payment
systems,  remittances, zakat and  waqf
administration, sukuk issuance, and wvarious
halal supply chain operations, making it a
strategic tool for enhancing trust and
accountability in Shariah-compliant financial
products and services (Alaeddin ez al, 2021;
Chong, 2021; Dahdal ez al., 2022). In the halal
sector, blockchain solutions facilitate end-to-
end traceability of goods, enabling stakeholders
to verify halal assurance transparently from
producers to consumers (Ashari, 2021; Bux e#
al., 2022; Effendi e al, 2023). This synergy
highlights blockchain’s growing relevance in
advancing Islamic digital economies.

However, the successful utilization of
blockchain in Islamic finance and halal
industries depends on its capacity to integrate
real-world data in a manner consistent with
Shariah  principles. Smart contracts can
automate compliance only to the extent that
the data fed into them is authentic, accurate,
and halal-certified; failure to ensure this risks
compromising legal and ethical integrity (Amin
et al., 2023; Wiwoho e al., 2023). Therefore,
although blockchain ensures the immutability
of stored data, the bridge connecting the
blockchain to external information—the
oracle—becomes a critical determinant of
Shariah compliance. Smart contracts, by design,
operate automatically and deterministically
based on predefined encoded conditions,
limiting their ability to interpret the contextual
and dynamic nature of Islamic jurisprudence.
Islamic contracts often require consideration of
fairness, uncertainty, intention, and social
benefit—criteria that do not always translate
into binary logic suitable for automated
execution (Amato et al., 2021; Wiwoho et al.,
2023). Because smart contracts lack the
flexibility to allow post-agreement negotiation
or reinterpretation based on evolving
circumstances, their application in Islamic
finance risks oversimplifying complex legal
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constructs (Heidari ef al, 2023; Zheng et al.,
2020). This rigidity becomes particularly
problematic when contractual modifications are
necessary to uphold Shariah values such as
justice, mutual consent, welfare (maslabah), and
avoidance of uncertainty (gharar). While
blockchains ensure operational transparency
and efficiency, their inflexible structure may
conflict with the Islamic principle that
contractual terms can be legitimately altered
when circumstances demand ethical
reconsideration (Chong, 2021; Zulkepli ef al,
2023). Thus, the deterministic execution of
smart contracts alone cannot sufficiently
guarantee Shariah validity without external
mechanisms for ethical verification. To address
these limitations, the emergence of halal oracle
systems has gained attention as a vital
technological innovation for integrating Shariah
standards into blockchain ecosystems. Halal
oracles serve as intermediaries that supply smart
contracts with verified halal data, ensuring that
only information conforming to Shariah criteria
enters the blockchain  (Beniiche, 2020
Mammadzada et al., 2020).

By validating asset legitimacy, halal certification
status, and compliance with Islamic contractual
rules, halal oracles strengthen the legal and
ethical integrity of Islamic  blockchain
applications, including halal supply chains and
Islamic financial instruments (Benali ez a/., 2025;
Hasan ez al., 2020; Mokodompis ez al., 2024).
The importance of halal oracles is aligned with
fundamental principles of Islamic law regarding
the authenticity and fairness of information—
shahadah (testimony), ‘addlah (source integrity),
and  maslabah  (public welfare). Without a
mechanism that verifies the reliability of off-
chain data, blockchain transactions remain
vulnerable to misinformation, which may
introduce elements of gharar and undermine
Shariah compliance. Despite research progress
on blockchain and oracle technologies, studies
rarely address the explicit incorporation of
Shariah norms in oracle validation processes,
exposing a critical scholarly and practical gap
(Iskandar & Sulaiman, 2024; Lateh & Rejab,
2021). Given this gap, the present study offers a
novel contribution by proposing an integrative
approach that combines Islamic legal principles
with blockchain-based data verification through
halal oracles. Unlike previous works that
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predominantly address blockchain’s technical
architecture or  Shariah  compliance as
independent discourses, this research positions
halal oracles as both a technological
component and an embodiment of Shariah
values in the digital economy. Accordingly, the
goals of this study are to conceptualize halal
oracles, identify key Shariah compliance
challenges in blockchain-based data sourcing,
and explore their potential implementation in
Islamic blockchain systems to ensure that every
automated decision remains valid according to
Islamic law and ethics.

Research Methodology

This research utilizes a descriptive qualitative
method based on literature study with the aim
of describing and analyzing in depth the
concept of halal oracles in the Islamic
blockchain system. The data source used is
secondary data sourced from relevant and
credible literature, scientific journals, books,
and official documents related to blockchain
technology, oracles, and shariah principles in
fintech. The data collection technique was
conducted through a systematic literature study
by collecting, reviewing, and filtering various
reliable sources of information to obtain a
comprehensive overview of the research topic.
Furthermore, the data analysis technique is
carried out with a content analysis approach,
where the researcher will identify and organize
the main information contained in the existing
sources. Through this analysis, the researcher
can develop a clear understanding of the
concepts and principles of halal oracles that
match the needs of the Islamic blockchain
system.

Results and Discussion

Results

Concept and Mechanism of Halal Oracle
System

In the context of blockchain technology, oracle
systems play an important role as a link
between the real world (off-chain) with the
private and deterministic blockchain network.
Since blockchains cannot access external data
directly, oracles become the bridge that allows

smart contracts to make decisions based on
information from outside the system, such as
market prices, weather data, or financial
information. In general, oracles are of various
types, including software oracles, hardware
oracles, inbound and outbound oracles, as well
as consensus and human oracles, each with
specialized functions to ensure that incoming
external data is accurate and relevant. However,
despite their technical advantages, conventional
oracle systems pose serious challenges,
especially in terms of security, data validity, and
ethical integrity. In the context of a
decentralized system, the absence of a thorough
data verification process can lead to the risk of
gharar (uncertainty) as well as legal ambiguity,
which is contrary to the principles of Shariah.

External
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Figure 1. General Architecture of a Blockchain
Oracle

Based on these challenges, the concept of Halal
Oracle System was born as an innovative
solution that integrates technical accuracy with
sharia legitimacy. Halal Oracle is a multi-layered
system designed to ensure that every data
entering the blockchain has gone through a
curation, audit, and validation process based on
Islamic legal principles. The process starts from
collecting data that only comes from trusted
sources such as halal certification agencies, halal
raw material providers, and Islamic financial
institutions. The data collected then goes
through a layer of curation, which includes
consistency checks, conformity with halal
standards, as well as the involvement of sharia
experts in data interpretation and selection. The
next stage is sharia auditing, where the data is
examined in depth to ensure it is free from
elements of riba, gharar, and maysir, as well as
in accordance with applicable fatwas and
muamalah figh rules. After the data passes the
audit process, it is then validated and integrated

into the blockchain-based smart contract
system. This stage guarantees that any
automated decisions such as payments,

murabaha contracts, or zakat distribution can
only be executed if the data used is fully halal
and sharia-compliant. Thus, the Halal Oracle is
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not only a technical mechanism, but also serves
as a moral and legal guardian in ensuring that
the Islamic digital finance ecosystem runs
within a religiously legitimate corridor. This
system reflects the application of sharia
maqashid principles, such as hifz al-mal
(protection of wealth) and al-amanah (honesty),
to modern digital technology.

Figure 2. Architecture of the Halal Oracle
System

The comparison between the conventional and
Halal ~ Oracle  architectures  reveals a
fundamental shift from a purely technical to a
Shariah-ethical framework. While conventional
oracles emphasize speed and automation, Halal
Oracles embody Islamic legal and moral
scrutiny, serving as both data filter and ethical
enforcer.

Implementation of Oracle in Islamic
Blockchain Applications

The implementation of Halal Oracle in Islamic
blockchain applications makes an important
contribution towards data validity and Shariah
compliance in the digital financial ecosystem.
Having previously described the technical
mechanism and architecture of Halal Oracle,
this section will focus on its application in a
real context. One of the most concrete
applications is seen in the blockchain-based
automated zakat system. In this system, Halal
Oracle serves to connect smart contracts with
real-world data needed for zakat calculation,
such as daily gold prices and valid mustahik
(zakat recipient) data. Gold price data is taken
from legitimate Islamic financial institutions,
while mustahik data comes from official zakat
bodies (Rejeb, 2020). With this validated data,
smart contracts can automatically calculate the
nisab, determine the amount of zakat, and
distribute the funds to the right recipients. This
process ensures efficiency, transparency and
tull compliance with Islamic law (Yusuf e a/,
2024). Other than zakat, Halal Oracle is also
very instrumental in the implementation of
smart  contracts for Islamic financial
instruments such as murabahah, ijarah, or
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musyarakah. In this case, Halal Oracle provides
supporting data such as asset value, profit
margin, and source of funds from halal-certified
institutions. Before the automatic contract is
executed, the system will verify that the
transaction object is halal, the source of funds
does not contain elements of riba, and all
contract terms have been fulfilled according to
figh principles (Rejeb, 2020). Thus, Halal
Oracle enables automatic execution of contracts
without compromising sharia principles, and at
the same time supports the growth of the
Islamic fintech industry in a scalable and
reliable manner. Another innovation offered by
Halal Oracle is its ability to adapt to changes in
fatwas or halal standards. If there is an update
to the law or a ruling from a sharia authority,
for example regarding the classification of
crypto assets or new standards in trading, the
Halal Oracle system can automatically update
its validation logic.

This is possible thanks to an integrated sharia
audit layer that is connected to the latest fatwa
database. In this way, Halal Oracle is not only a
data hub, but also acts as a normative control
mechanism that ensures the entire digital
process remains within the relevant and current
corridors of Islamic law. Halal Oracle also
enhances transparency and accountability in the
blockchain system by providing a validation
trail that can be traced to its source, whether it
comes from certification bodies, Islamic
financial institutions, or halal supply chain
actors. This feature allows regulators, auditors,
and fatwa committees to conduct thorough
supervision and avoid potential fraud (fadlis) or
uncertainty (gharar) which is prohibited in Islam.
With this implementation, Halal Oracle is not
just a technical solution, but also an ethical
foundation that ensures that digital automation
in Islamic finance upholds spiritual values,
beliefs, and legal religious laws.

Challenges and Needs of Shariah
Certification

Shariah certification is becoming increasingly
important in the world of information
technology, especially in the context of using
data-driven systems, such as Oracle, which is
widely used by digital service providers. One of
the main challenges in implementing Shariah
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certification is the potential risk of non-halal
data. Data processed in information systems,
including those provided by Oracle providers,
must be ensured that it does not contain haram
elements, such as transactions related to riba,
gambling, or haram goods. This is important to
ensure that all activities involving information
technology comply with Shariah principles,
which require all forms of transactions and data
processed to be in accordance with Islamic law.
The Oracle provider, as a data validator, needs
to perform strict checks on the type and source
of data it manages (Mohamed & Ali, 2019).
Shariah certification for oracle providers aims
to provide assurance that the systems they
manage have been verified in accordance with
Shariah  principles. This process involves
closely monitoring the entire flow of
transactions and data processed by the service
provider, from data collection to distribution.

One way to ensure this is to involve an
institution or body authorized in sharia
certification, such as the National Shariah
Council (DSN) MUI in Indonesia. This
certification aims to reduce the potential risk of
non-halal data that can occur if there is no
adequate oversight of data sources and
transactions. Shariah-certified Oracle providers
will increase the trust of customers who
prioritize compliance with Shariah principles in
every aspect of their operations (Nazeri ef al.,
2023). In addition to ensuring compliance,
Halal Oracle systems plays an important role in
enhancing accountability and building trust in
Islamic finance. Any data that goes into the
system can be traced back to its source,
whether it comes from a halal certification
organization, a financial institution or a supply
chain operator.

This means that if a transaction is questioned,
the system can reveal exactly where the data
came from and how it was validated. This
transparency increases confidence not only for
users, but also for regulators, auditors, and
even fatwa committees. It minimizes the
potential for fraud (Zadlis) and uncertainty
(gharar), which are strictly prohibited in Islamic
law. Moreover, when these checks are
automated through smart contracts, it reduces
human error while strengthening compliance.

In a digital economy that often has issues with
trust, Halal Oracle offers a system that is open
to audit and faithful to Islamic principles.

Halal Oracle as a Pillar of Ethics in the
Islamic Blockchain Ecosystem

The main findings of this study show that Halal
Oracle is not just an additional technology in
the blockchain ecosystem, but a fundamental
element to ensure data validity based on shariah
principles. As emphasized by Ahmad e a/
(2017) a trusted halal supply chain system
requires transparency and validation at every
point from raw materials to distribution.
Blockchain has the technical ability to record
data permanently and irreversibly, but shariah
validity of data can only be ensured if the input
process is safeguarded by a system like Halal
Oracle. In this context, Halal Oracle acts as an
extension of the principle of shabadah (valid
certification), where only data from trusted and
certified sources can populate smart contracts.

With this mechanism, Halal Oracle directly
strengthens the hifz al-mal (protection of
property) aspect, as it prevents the possibility of
fraud or the use of incorrect data that could
harm the parties to the contract. Last but not
least, Halal Oracle reflects the transposition of
Islamic ethical values into the digital world. In
an era where data is a highly valuable asset, data
integrity is part of the integrity of worship,
especially in Islamic financial transactions.
Therefore, the role of Halal Oracle also has a
deeper spiritual dimension than ordinary oracle
technology. One of the key strengths of the
Halal Oracle system lies in its ability to combine
technical integrity with shariah legitimacy in a
way that is both seamless and purposeful. On
the technical side, the system ensures that all
data entering the blockchain is secure, cannot
be tampered with, and can be traced
transparently. But beyond technical soundness,
the data must also be religiously acceptable.
This is where shariah legitimacy comes in. Each
data point is not only checked for accuracy, but
also for its compliance with Islamic ethical and
legal standards. Whether it’s validating the halal
status of a supply chain or ensuring that a
transaction is free from riba and gharar, Halal
Oracle applies layered checks rooted in Islamic
jurisprudence. These include curation, figh
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audits, and alignment with fatwa decisions.
This dual assurance ensures that the system is
not just reliable, but also trustworthy in a moral
sense. It represents a rare fusion in modern
digital system, where automation serves not
only efficiency, but also ethical accountability.

Theoretical Foundation

The development of the Halal Oracle system
cannot be separated from several key
theoretical foundations. From an Islamic
perspective, the most important framework is
maqasid  shariah, which prioritizes  the
protection of essential values such as religion
(hifz al-din), wealth (bifz al-mal), intellectuality
(bifz al-aql), and trust (al-amanah). Halal Oracles
operationalizes these goals by maintaining
shariah-compliant data flow within the
blockchain system. For example, the principle
of al-tahagqug (layered verification) is reflected
in the multiple checkpoints built into the
system from data curation to shariah auditing.
Meanwhile,  al-amanah  underscores  the
responsibility to ensure data truthfulness and
transparency, especially in religious financial
matters. From a technological standpoint, the
concept of Digital Trust Theory also applies.
This theory argues that in a decentralized
ecosystem, trust is built not through
institutions, but through cryptographic proof
and system integrity. Halal Oracle adds a
second layer of trust which is religious validity
that makes it unique in combining technical
verification and moral assurance.

Comparative Analysis: Conventional Oracle
vs. Halal Oracle

The  fundamental  difference  between
conventional oracles and Halal Oracle lies in
their epistemology and purpose of utilization.
Conventional oracles are designed for the
efficiency of capturing external data,
connecting it to the blockchain, and executing
smart contracts based on certain technical
parameters. There is no moral or ethical
filtering of the type of data entered (Beniiche,
2020). This is a huge gap when applied in the
Islamic financial ecosystem which requires
halalness not only of the outcome, but also of
the process and source. In contrast, the Halal
Oracle brings a new dimension, namely the
existence of a shariah curation system that

1695 | Jurnal EMT KITA Vol. 10 | No. 3 | 2026

involves figh audits, process tests, and fatwa-
based social control. According to Asnawi ef a/
(2023) this oracle model does not only rely on
technological verification, but also requires the
involvement of the Shariah Supervisory Board
or halal certification agency. This forms a
layered verification system that reflects the
principle of al-tahaqquq (layered proof). In
other words, if conventional oracles rely on a
trustless system through code, the Halal Oracle
builds a trusted system through a combination
of technology and moral authority. This is in
line with Mohamed & Ali (2019) idea that the
integration of technology and normative shariah
principles is a pillar of the future of digital
Islamic finance.

Practical Implementation and Strategic
Value of Halal Oracle

In the broader landscape of Islamic blockchain
applications, the Halal Oracle does not merely
serve as a supporting feature, but it also plays a
central and decisive role. As the primary filter
that ensures Shariah compliance of all off-chain
data, it becomes the ethical backbone of the
entire ecosystem. While blockchain technology
provides transparency and immutability, these
qualities alone are not enough in a religious
context. Without mechanisms such as the Halal
Oracle, the risk of non-halal or ambiguous data
processing remains significant. Hence, Halal
Oracle positions itself at the intersection of
faith and automation as every smart contract
and every digital transaction begins with
verified and halal data. From this foundational
role, the implications of Halal Oracle extend to
various sectors of the Islamic economy. This
research identifies three strategic areas where
the system is having a transformative impact:

Halal Supply Chain Digital

In the halal supply chain, the key issue is
transparent and verifiable traceability of
product origin. Halal Oracle allows each raw
material, manufacturer, processing method, and
distribution data to be recorded on the
blockchain only if it has been verified as halal.
Thus, the risk of mixing with non-halal
ingredients can  be  minimized.  This
implementation is especially important for the
food, medicine, and cosmetics industties
(Ahmad ez al., 2017).
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Automatic Zakat and Smart Waqf System

In zakat, the validity of the calculation of the
nisab and the list of mustahik are elements that
determine the validity of worship. Halal Oracle
can be connected to official shariah gold price
data and mustahik data from trusted zakat
institutions. As a result, the process of
calculating, reporting, and distributing zakat
can be automated in a shariah-compliant,
efficient, and transparent manner (Rejeb, 2020).

Automatic Deal Execution

In murabahah, ijarah, or musyarakah contracts,
Halal Oracle can provide parameters such as
margin, contract term, and asset value from
certified sources. This supports automatic
execution of contracts while upholding the
principles of ribh al-mashru' (legitimate profit),
bay' al-ma'lum (transactions with known

objects), and avoiding gharar (uncertainty)
(Zulkepli et al., 2023).

Discussion

In the context of applying blockchain
technology in Islamic finance, the Halal Oracle
system emerges as an innovative solution that
integrates Shariah principles into automated
processes. The Halal Oracle serves as an
intermediary that ensures that the data used in
smart contracts has been verified and meets
halal criteria, thus preventing potential
violations of Islamic law. Research by Ahmad ez
al. (2017) demonstrates that an effective halal
supply chain system requires transparency and
validation at every stage, from the procurement
of raw materials to the distribution of products.
This aligns with findings presented by Beniiche
(2020), emphasizing the importance of oracle
systems that are not only technically efficient
but also consider ethical aspects and Shariah
compliance. Therefore, the implementation of
Halal Oracle can enhance accountability and
trust within the Islamic digital finance
ecosystem, providing assurance that every
transaction conducted adheres to Islamic values
and Shariah principles.

Conclusion
This  study underscores the  strategic
importance of Halal Oracle system in

safeguarding  Shariah  compliance  within
blockchain based Islamic finance. By offering a
mechanism for ethically curated, validated, and
auditable data, Halal Oracles bridge the
technological and jurisprudential divide that
conventional oracles often neglect. Beyond
their technical role, they act as ethical
gatekeepers, reinforcing the spiritual integrity of
financial automation. The study contributes to
building a normative framework for digital
Shariah enforcement while identifying practical
sectors, such as halal supply chains, digital
zakat, and smart contracts, where Halal Oracles
offer transformative potential. Future research
should focus on prototyping cross jurisdictional
Halal Oracle systems and integrating them with
fatwa issuance and digital Shariah supervisory
tools.
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